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摘要
随着网络信息技术的进步,基于大整数分解、离散对数、双线性对等数学困
难问题的密码体制遇到了严峻的挑战,他们无法抵抗量子攻击,一旦出现量子计算
机,这些密码协议将在多项式时间内被完全攻破.基于格中困难问题的密码体制是一
种新型的公钥密码体制,由于目前为止并不存在量子算法可以在多项式时间内解决
格中的困难问题.因此,格密码可以抵抗量子攻击.
针对Wang和 Sun提出的基于格中困难问题的环签名方案不满足不可伪造性
的问题,本文在此基础上提出一个改进的环签名方案.将环中成员的公钥集合 R加
入 Hash函数中,保证环签名方案具有不可伪造性.改进后的方案在随机谕言模型
下满足全密钥暴露下的匿名性和内部攻击下的不可伪造性.另外,我们的方案建
立在单向陷门函数的基础上,陷门生成算法的效率将决定签名方案的效率.本文采
用 Micciancio等人提出的强陷门生成算法.他们的陷门生成算法简单高效,从而使改
进后的签名方案相比Wang和 Sun的方案更简单高效且容易实施.
关键词：格密码; 强陷门; 不可伪造性
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Abstract
With the progress of network information technology, the cryptosystem based on the
mathematic difficult problems such as the large integer factorization, discrete logarith-
m, double linear, whose security face serious challenges, they cannot resist quantum at-
tack. Once appear a quantum computer, these cryptographic protocols will be completely
break in polynomial time. The cryptosystem based on the lattice difficult problem is a new
type of public key cryptosystem. It can resist quantum attack, so far, there is no quantum
algorithm can solve the difficult problems in lattice in polynomial time.
Wang and Sun put forward a ring signature scheme based on hard problem in the lat-
tices, but it is not satisfied unforgeability against insider corruption. Basing on their result-
s, we present a modified ring signature scheme by adding the set of ring member public key
into hash function, that can guarantee it’s security. Then we prove the security of our scheme
which is anonymous against full key exposure and unforgeable against insider corruption in
the random oracle model. On the other hand, our scheme is based on the one-way trapdoor
function, the efficiency of the trapdoor generation algorithm determine the efficiency of the
signature scheme. We use strong trapdoor generation algorithms putting forward by Mic-
ciancio which is simple and efficient. Thus our scheme is more simpler, efficient, easier to
implement than the original.
Key Words: Lattice Cryptography; Strong Trapdoor; Unforgeability.
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符号对照表
符号 含 义
R 表示实数集.
Z 表示整数集.
Zn 表示整 n维列向量空间.
Zmn 表示 m n整数矩阵集.
Znmq 表示 m n整数矩阵集且矩阵中元素属于 Zq.
[k] 表示集合 f1; 2    ; kg.
I 表示单位矩阵.
kak 表示向量 a的欧几里得范数.
kAk 表示矩阵 A所有列向量的欧几里得范数的最大值.
f(x) = O(g(x)) 表示一个函数集合.存在常数 c使得当 n充分大时, f(n) 
cg(n).给出算法运行时间下界,即最坏情况的时间复杂度.
f(x) = 
(g(x)) 表示一个函数集合.存在常数 c使得当 n充分大时, f(n) 
cg(n).给出算法运行时间上界,即最好情况的时间复杂度.
f(x) = ~O(g(x)) 存在常数 c使得f(x) = O(g(x)  lgc x).
f(x) = ~
(g(x)) 存在常数 c使得f(x) = 
(g(x)  lgc x).
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